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Attack
01
AIn’t safe here



AML: Adversarial Machine Learning

Exploit the vulnerabilities in ML models by making small, often 
imperceptible changes to the input data

-> leads to significant errors in the model’s output



Evasion attacks
During the deployment phase

Minor alterations to the input data that are 
imperceptible to humans but lead the model to produce 
incorrect outputs

During the training phase

Introduce malicious data into the training set, 
corrupting the learning process & embedding errors 
into the model

Poisoning attacks

???



Model Extraction 
attacks
Reverse-engineer ML model’s internal parameters or 
architecture

Replicate model’s behaviour or extract sensitive info

Reconstruct sensitive input data from the models’ 
outputs

Result: severe privacy breaches

Model inversion 
attacks

COMPETITIVE ADVANTAGE



Prompt injection 
attacks
Manipulate input prompts to AI models to alter their 
behaviour or outputs

Result: harmful content, misinformation, or malicious 
actions if users trust the AI response



Real-World Implications

Healthcare Transportation

Finance Cybersecurity



Cybersecurity

Keeping computers secure



Autonomous 
Vehicles

From A to B, automatically



Smart Assistants

Optimizing Productivity



Cylance, I Kill You!

Attacking Malware Classifiers



Adversarial Traffic 
Signs

Fooling all the cars



Phishing Attacks

Google Gemini for Workspace





Defense02 Who watches the watchers?



MITRE ATLAS
Categorizing AI Threats



- Bias detection, explainability, fairness, risk 
assessments

- Ethical, legal, and regulatory standards

AI Governance & Compliance



- Protecting Models from attacks
- AI Red teaming, adversarial defenses, 

securing pipelines

AI Security & Adversarial 
Defense



- Data security, differential privacy, regulatory compliance
- Prevents sensitive info leakage

AI Privacy & Data Protection



- Preventing model drift, bias shifts, 
performance degradation

AI Monitoring & Performance 
Management



So what?



AI TRiSM - 4 Pillars

Explainability
Ensures AI decisions are 

understandable and 
transparent to build trust

AI AppSec
Protects AI systems from 
adversarial attacks, data 
breaches, and 
vulnerabilities.

Privacy
Safeguards user data and 
ensures compliance with 
privacy regulations like 
GDPR.

ModelOps
Manages the entire 

lifecycle of AI models, 
ensuring performance and 
continuous improvement.



HiddenLayer

Challenges:

● Evolving Attack Strategies
● Data Poisoning
● Scalability

AI Security and Protection from Adversarial Attacks

.

They use a specialized MITRE ATT&CK for AI framework to 
combat adversarial threats.



Enveil
They’ve developed a cutting-edge technology called 
“Homomorphic Encryption”, which allows data to be processed 
without ever being decrypted.

Data Privacy and Secure AI with Homomorphic Encryption

Challenges

● Performance Overhead
● Adoption Barriers
● Regulatory Compliance



Booz Allen
AI Defense in Various Domains, Including Defense, Healthcare, and 
Finance

They are leading the way in developing “adversarial image perturbation 
robustness” in AI models, enhancing the resilience of computer vision 
systems to subtle, manipulative changes in images.

Challenges:

● Balancing Robustness and 
Accuracy

● Resource Constraints
● Interdisciplinary Collaboration





Porter’s 5 Forces

New Entrants
Navigating AI TRiSM 
and building trust is 

complex

Buyer Power
Low buying power 
due to compliance 

requirements

Existing Rivalries
Fierce competition to develop compliant AI 

TRiSM solutions

Gains influence due 
to compliance 
requirements

Supplier Power

Substitutes
Few viable 

alternatives due to 
compliance



Implications

Ethical
Bias & Fairness

Public Trust
Privacy

Social
Explainability

Misinformation
Accountability

Legal

Compliance
Data Protection

Liability



CREDITS: This presentation template was created by Slidesgo, including 
icons by Flaticon, and infographics & images by Freepik. 
Please keep this slide for attribution.

Any questions?

Thank you!

http://bit.ly/2Tynxth
http://bit.ly/2TyoMsr
http://bit.ly/2TtBDfr
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